Fornham All Saints Computer Club
February 2018

Backup Instructions - Computer Club

How to preserve your data

Why do we need to?

Sometimes files on a Computer just become damaged or mysteriously disappear
Worse still a Computers Hard Drive can become damaged for no obvious reason
o The average life is said to be 4y depending on usage or how carefully it’s treated
o Sometimes it’s a lot less than 4y
o Sometimes it fails with no warning and sometimes the error messages give you early warning
What happens when the Hard Drive fails?
o Sometimes we get blank screens when we start up
o Sometimes Windows asks you to wait while it fixes start up - but never does
o The simple truth is that your Windows program is also damaged and when the computer tries to run
it - It can’t
o So everything on that drive is probably lost, sometimes you can pay for file recovery but there are
no guarantees and it is expensive.
o Sometimes you get lucky and only the system files are damaged, and you can resolve it by re
installing your operating system. Sometimes this means re formatting the drive which will lose all of
your data. Sometimes a Repair Disk can help you and avoid this loss of data.

What happens now?

You will probably need to do the following

Phone PC World? Phone me?

We may all ask the same questions

First question, have you got a system repair disk handy? STEP 1
Second question, do you have a windows image? STEP 2

Third question, have you been backing up your data? STEP 3

What’s a repair disk?
It’s a DVD with enough programs on it to spark your computer back into life so that we can just do enough to get you
up and running again. You can also use a Memory Stick or Flash Drive or Pen Drive.

This is how we make one

Create a System Repair Disk DVD (There is an alternative for those without a DVD Drive)

The steps are simple

cuhwh=

Place a DVD into the computers Optical Disk Drive (DVD Tray) and close it

Search Backup Settings from the search box in the bottom left of the screen.

You will see an option in the centre of the screen that says ‘Go to Backup and Restore (Windows 7)’

Click on the option

On the left of the new window is a small list of actions one being ‘Create a System Repair Disk’

The following screen will pop up. It will show the Drive letter. In my case it's H: in your case it could be
different. As long as it shows the BD-ROM which is another name for your DVD Drive, you can move on to the
next stage. If it can't find a drive, then it may have a fault, in which case you cannot proceed.

If you get to this stage, click on Create the disk.
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Select a CD/DVD drive and insert a blank disc into the drive

A system repair disc can be used to boot your computer, It also contains
Windows system recovery tools that can help you recover Windows from a
serious error or restore your computer from a system image.

Drive: BD-ROM Drive (H:) v

Create disc Cancel

It will take about five minutes.

When complete, remove the DVD for the tray. You will now need to put it into an envelope. Mark the envelope with
the words

“Repair Disk

Computer Description (e.g. HP Laptop)

Date

Windows 10 (or whatever version you are backing up).”

Put it somewhere that you will find it easily should you need it.

In use, should your computer fail to boot up, i.e. fail to start properly and you can't logon.
e  With the power on, open the DVD tray and insert your disk.
¢  Close the tray.
e Turn the power off, wait 10 seconds and then Power ON

In many cases the computer will try to start up from the DVD. Sometimes it won't.
Either way you will probably need help from here. At least you have the tool to start the repair.

This disk holds all the files, drivers and programs to run your computer in a limited way until you can resolve the
original problem.

If all else fails, you can borrow one of these.

If you only have a USB port and no DVD drive

To create a USB recovery drive

1. From the taskbar, search for Create a recovery drive and then select it. You might be asked to enter an ad-
min password or confirm your choice.

2. When the tool opens, make sure Back up system files to the recovery drive is
selected and then select Next.

3. Connect a USB drive to your PC, select it, and then select Next > Create. A lot of files need to be copied to
the recovery drive, so this might take a while. | would suggest a 30 Gigabyte drive. This will allow you to re-
pair the Windows system should the need arise. If you use a smaller drive you may be limited to using a re-
duced tool set.

4, Mine needed at least 16GB. If you would like to use the drive for other storage, | suggest that you partition
the drive. That will require your drive to be formatted as an NTFS file system and not FAT16 or FAT32 etc.
Can be tricky.

5. On the next screen make sure that ‘backup files to recovery drive is ticked’

So now | have a USB repair drive, | put it in the slot, turn on the laptop and hopefully it will start to run.
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It will whiz a load of data across your screen and eventually it will give you an option to recover from a Win-
dowslmageFile

If you have been doing regular backups the chances are that you have one of these. Depending on your settings though
it may be an old copy

Depending on age it may even pre-date windows 10. This isn’t a problem, but it makes recovery long winded as you
will need to reload Windows 10 from Microsoft online.

First things first though
We need to create an up to date WindowslmageFile

If you create one on your backup drive it will overwrite any existing version. If you want to keep the old version, make
a folder for it and move it into the folder. It takes up a lot of space though.

Making a WindowslmageFile Backup

Our next stage is to create a perfect copy of your computer’s Hard Disk Drive (HDD). This is the most important part of
the process in that should your Hard Drive fail, it will allow you to replace the drive and restore it back to its
condition at the point that you last created this Image. In many cases this is the only way of recovering your Windows
10 Operating System without full installation from disks which can be a long process for Windows 10 users who
downloaded the upgrade. It will also recover and software that you had installed such as Microsoft Office.

It is not necessary to carry out this operation frequently. Only when you make a significant change to your computer
that cannot be restored by the restoration of your personal data. A good example is an Operating System Upgrade to
Windows 10. There are no disks to restore from. Another example is the installation of specialist software that can't
be re-installed from disks or similar. This does not apply to your own files, folder, pictures, videos etc. We will deal
with these when we backup your personal data. Very large Windows Updates are also a good point at which to create
a new Windowslmage.

Club members have been advised to generate a new WindowslmageFile each time that your backup runs, it’s not
essential but it avoids the risk of you forgetting to do it.

The steps are as follows.

1. Connect your Portable Hard Disk Drive to your computer
2. Make sure that you can see it in your list of Drive locations.
3. To do this, first click the File Navigator Icon on your Task Bar. That's the one that looks like a folder.

4. Scroll down until you can see your drives listed. They are identified by a Letter.
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If you can see the drive that you connected, then you are ready to move on to the next step. So, return to
the Backup and Restore (Windows 7) Screen referred to earlier.

Select the option from the left of the Backup and Restore screen to ‘Create a system image’

You will be asked where you want to create the system image and the computer will search for connected
backup drives

Select option 'On a hard disk'
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-,S" Create a system image

Where do you want to save the backup?

A system image is a copy of the drives required for Windows to run. It can also include
additional drives. A system image can be used to restore your computer if your hard drive or
computer ever stops working; however, you can't select individual items to restore.

(® On a hard disk
= Backup Sky (G:) 264.46 GB free ~

() On one or more DVDs

BD-ROM Drive (H:)

() On a network location

Select...

Mext Cancel

Then from the Drop-Down List, select the drive letter of your storage device. Mine was (G:)

Click Next

You will then be asked, which drive you want to include. This will usually default to the C: drive. If not, click
on the (C:)(System) tick box. Note that the display tells you how much space that you need and how much
space is available. If there is not enough space, this image will not be created.

Click Next

If all looks well and the screen shows the correct backup location and the correct drives to be backed up, you
can click to start the backup. Otherwise, cancel and begin again.

This process can take about 20 minutes, maybe a lot more.

Once complete check the drive to make sure that a folder named ‘WindowslmageFile’ has been created.

So, should the day arrive where your Hard Disk Drive fails. You can replace it with a new one, boot your PC from the
repair disk, and use that, to load the image that you created. This will give you a working computer. But remember
that it will only restore what you had on your computer on the date that this file was created.

So, you need to restore your most recent personal data.
You have been storing your most recent personal data haven’t you?
If not, this is how to do it.

The Windows Backup Regime

First open the control panel
Type ‘control panel’ into search box in bottom left corner
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control pane'

Usually you only need to type the first few characters and a list appears on the left of the screen At the top will be
the Control panel App

= O 0 & B 4 P

Best match

= Control Panel

Desktop app
Recent
& Back up and Restore (Windows 7)
= System
Apps >

|£:| Configure Java

Make sure that it says 'Desktop App' below it.

You will see a section named 'System and Security’
Under this you will see '‘Backup and Restore (Windows 7)
Choose this option a shown below

Control Panel

UK » Control Panel
Adjust your computer’s settings

System and Security
Review your computer's status 1
Save backup copies of your files with File History

Backup and Restore (Windows 7)
Find and fix problems

* Network and Internet
\ View network status and tasks

Flmnre hema e mes s ame claasine sedioee I3

If your screen looks different, try right clicking with the mouse pointer in the bottom left of the screen. A menu will
appear. Hopefully Control Panel will appear on the Menu. As these are configurable yours may be different.

After selecting the backup option, the following screen will appear
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<« > a§ » Control Panel » System and Security * Back up and Restore (Windows 7) v © | Search Control Panel y

@ ~
Control Panel H .
ontrof Fanet Home Back up or restore your files

G Turn off schedule
Check your backup results

The backup completed but some files were skipped.

Back-up

@ Create a system image
G Create a system repair disc

Location: Seagate Backup Plus Drive (K:) ®JBack up now
Disconnected

x Back-up size: Not Available
GManage space

Next back-up: 07/08/2016 19:00

Last back-up: 12/06/2016 19:14

Contents: Files in libraries and persconal folders for all users and system
image

Schedule: Every Sunday at 19:00

GChange settings

Seealso Restore

Security and Maintenance There are no back-ups saved on the current back-up location. You can restore files from another location.

File Histary GSelect another back-up to restore files from

We will now create a scheduled backup of your personal files

How to create scheduled backups of your personal data

Whenever we edit or create new documents on our computer we change the contents of our personal data folders.
The same when we delete documents. These may be images, videos, word documents etc.

If you are a regular computer user this may happen every day, otherwise it may be a weekly event or less frequently.
Either way, you need to get into the habit of backing up your files at least once a week or more frequently.

This will ensure that your precious contents can be restored if your computer breaks or is lost.

The steps are simple, and we will use the Portable Hard Disk Drive on which we created our WindowslmageFile. So
plug it in, and check that you can see it on your PC as explained above.

Once again, we go to the Backup and Restore option on Control Panel.

Follow these steps.

1. The first step is to change the settings. Its shown in the backup section under Schedule
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Check your backup results

The backup completed but some files were skipped.

Back-up
Location: Seagate Backup Plus Drive (K2)
Disconnected
X Back-up size: Mot Awvailable
GI anage space
MNext back-up: Q7/08/2016 19:00
Last back-up: 12/06/2016 19:14
Contents: Files in libraries and personal folders for all users and system
image
Schedule: Every Sunday at 19:00
E;'Change settings
Restore
2. When we click on it we are asked to wait
3. Then we get to choose where we store the backup. Choose the drive letter of your Portable Hard Drive.
4. Click Next
5. Then we get to choose which folders we want to backup. Select the option that says 'Let Me Choose'

6.
7.
8.

<« ’43: Set up backup

What do you want to back up?

() Let Windows choose {recommended)

if it stops working. These items will be backed up on a regular schedule.

(® Let me choose

You can select libraries and folders and whether to include a system image in the
backup. The items you select will be backed up on a regular schedule.

Windows will back up data files saved in libraries, on the desktop, and in default Windows
folders. Windows will also create a system image, which can be used to restore your computer

Next
Our folder options are now listed
Click the Right Pointing Arrow next to Local Disk (C:) for more options

v 9 Computer
£ _ Local Disk (C)
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What do you want to back up?

Select the checkbox of the items that you want to include in the backup.

easeus_tb cloud A
ESD

Logs

PerflLogs

Program Files

Program Files (x86)

ProgramData

Recovery

System Volume Information

System.sav

Users

HNEEENEnnnE.

wampb4 W

[ ] Include a system image of drives: Unnamed drive, (C:)

A system image is a copy of the drives required for Windows to run. You can use it to restore
your computer if it stops working.

9. This expands the list
Note above that | have chosen a single folder, you will need to select your own individual folders or let
Windows choose for you if you are not sure what to do.

10. Remove the Tick from ‘Include a System image of drives' (OPTIONAL - Club members advised to keep the tick
in place unless you have a full understanding of the process and already have a WindowslmageFile)

[~ edaseus_to_coud

] ESD v

Include a system image of drives: Unnamed drive, (C:)

A system image is a copy of the drives required for Windows to run. You can use it to restore
your computer if it stops working.

Next Cancel

11. Click Next
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12. Review Your selections on the screen and if all is well click 'Save settings and run backup’

When Windows first creates a backup of your files it will copy all files that you included in the backup. After that it
will only backup files that have been added or changed in some way. At periodic intervals a complete new set will be
created. When the time to restore your data files comes around, the system will default to the latest copy of all of
the files, but you can trawl back for earlier copies.

Other Considerations

The above steps are the minimum necessary to get your computer running after a major failure. Many people don't
bother until it's too late. The choice is yours, the WindowslmageFile may one day save you £100 for a new Windows 10
copy. Only you can estimate the value of your personal data.

Mail Systems

If you use a webmail service such as hotmail, btinternet, gmail, iCloud, all of your mail is likely to be stored remotely
by your service provider and does not require backing up.

If you use AOL, Microsoft Office Outlook, Windows Live Mail or another similar mail client that required a program to
install on your computer to make it work. Especially if you know that it's a POP3 mail client, you may well have a
folder or special file on your PC that you need to backup with your personal data. In fact, Outlook has its own Backup
button to save old emails. If you are not sure whether your mail system will be backed up, please ask me.

Scheduled backups

It is important to make sure that you have a schedule setup for your backups to run automatically. | think
that the default is Sunday at 7pm once a week. You can change this.

From the Backup and Restore Window choose ‘Change Settings’ Follow the process through to where you
select whether Windows should choose what to backup or yourself. Click Next and you will see an option
to Change Schedule The options are simple You can choose Frequency, Day and Time.

You should ensure that your computer is turned on at the appointed day and time for the backup to take
effect. There is no guarantee that the backup will run if your computer is switched off when the backup is
due to be run. Windows incorporates a task scheduler. There are settings that define what the system
should do if the computer is off when the backup is due. There are also settings that ensure that the
computer wakes from sleep when a backup is run. We will cover this in a separate session. Until then the
rule is ‘Turn it on when due’

Windows File History Backup

This was introduced by Microsoft in Windows 8 to replace the traditional Windows 7 Backup and Restore as
discussed above. The latter though remains very popular. File History is an excellent tool and most users should
take advantage of it, it’s free and works well and is simple to setup and use.

Setting up

To enable this feature, go to The Backup and Restore Screen referred to earlier. You will see an option called ‘File
History’

Before you start using File History to back up your files, you’ll need to set up a drive in the same way that we referred

to earlier. File History only saves copies of user folders by default but there is a feature that allows you to add or re-
move any folder.

10
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£33 UPDATE & SECURITY [ Fina 3 setting
Windows Update . .

Back up using File History
Wil Defecider Back up your files to another drive and restore them if the onginals

are lost, damaged, or deleted.
Backup

Add a drive

Recovery +

Moare options
Activation

Looking for an older backup?
For developers

if you created a backup using the Windows 7 Backup and Restore
toal, it still work in Windows 10.

Go to Backup and Restore (Windows /)

Once you're there, connect your external hard drive to Windows and then click the "+" next to Add a drive. You'll see a
prompt to choose an external drive, choose the one you want, and that's it. An on/off slider will now appear under a
new heading called "Automatically back up my files.” Turn it on. File History is now archiving your data

€« Settings - o X

I Find a setting I

£33  UPDATE & SECURITY

Windows Update . .
Back up using File History

Wieiows Defeuder Back up your files to another drive and restore them if the originals
are lost, damaged, or deleted.

Backup
Automatically back up my files

Recovery Q On
More options

Activation

For Gevelopers Looking for an older backup?

M you created a backup using the Windows 7 Backup and Restore
tool, it still work in Windows 10

Go to Backup and Restore (Windows 7

Click on More options to change File History's defaults.

This is useful as it allows you to select folders that you may now wish to backup, it also tells you how much space you
will need to get things started
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To add other folders to File History, or to remove some, click on More options under the on/off slider and scroll down
to "Back up these folders.” | suggest that you use the C:/Users Folder. This will backup your personal files as long as
this is the area where you are saving them.

L Seftings - O =

£5!  BACKUP OPTIONS

Back up these folders

Add a folder

+

Saved Games
» Chlsers

Liriks
" ChUsers

Downloads
+  Cousers

Favarites
Chllsers

Contacts
Chllsers

OneDrive
& Chlsers

Deskiop
B e

Below that list you can also create a list of folders to specifically exclude or stop backing up to the currently selected
drive and choose another one. You can also select how often File History backs up your files—the default is every
hour—and how long Windows stores your revisions. An example here would be Dropbox and OneDrive folders. You
don’t really need to waste space by backing this up.

Once File History is enabled, a neat new trick to access older versions of a file is to right-click on it in File Explorer,

and then select Properties. In the new window that opens, select the Previous Versions tab for quick access to ar-
chival versions of your file.
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Restore files or folders using File History

File History regularly backs up versions of your files in the Documents, Music, Pictures, Videos, and Desktop folders
and the OneDrive files available offline on your PC. Over time, you'll have a complete history of your files. If the origi-
nals are lost, damaged, or deleted, you can restore them. You can also browse and restore different versions of your
files. For example, if you want to restore an older version of a file (even if it wasn't deleted or lost), you can browse
through a timeline, select the version you want, and restore it.

Follow these steps to restore files or folders using File History.

1. Search ‘Restore your files with File History’. When open you will see a screen similar to the following
« 1 CAUsers\Bernard\Desklop\SQL WAMPdb3 > s A
01 March 2017 09:56 | 10of1

exported s StatsDB StatsDB020 StatsDB020  StatsDBO40  StatsDBOSD StatsDBOSD StatsDBOBO  StatsDB120 StatsDB130  StatsDB1S0  StatsDB1ST StatsDB1B0  StatsDB180  StatsDB190 StatsDB190  StatsDB220 StatsDB220  StatsDBE230
data statements 32016 62016 52016 32016 42016 52016 42016 32016 82016 12016 62016 72016 12017 207eid2 32016 82016 72016

StatsDB2P0  StatsDB270  Stats

DB30T  StatsDBunk
22014 32016 2016 nawr

®
2. Browse to the folder/file location that you wish to restore

3. Select what you want to restore to its original location, and then select the Green Restore button at the bottom of
the screen.

4. Having selected a file there is an option to scroll back through earlier versions just in case the most recent is flawed
in some way.

If you want to restore your files to a different location than the original, right-click the Restore button, select Re-
store To, and then choose a new location.

As a final point, while File History is great, don’t rely on it 100%. Things can go wrong so you need to have
at least one other backup system in place.

| have the Windows 7 Backup, File History and Cloud Storage just to ensure that my most important files
are protected.

As a final, final point watch out for messages that warn you that your Backup Drive is full. If it is,
you need to make some space by deleting older backups. If you need help with this, please let me
know.
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